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Planetary Biosecurity: Applying 
Invasion Science to Prevent 
Biological Contamination from 
Space Travel
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As plans for space exploration and commercial use expand rapidly, biosecurity measures and risk assessments that inform them must adapt. 
Sophisticated protocols are required to prevent biological contamination of extraterrestrial environments from Earth and vice versa. Such 
protocols should be informed by research on biological invasions—human-assisted spread of organisms into novel environments—which has 
revealed, inter alia, that (1) invasion risk is driven by the timing and frequency of introduction events, whose control requires addressing the least 
secure human activities associated with organismal transport; (2) invasions and their impacts are difficult to predict, because these phenomena 
are governed by context dependencies involving traits of the organism and the receiving environment; and (3) early detection and rapid response 
are crucial for prevention but undermined by taxonomic methods that fail to recognize what is “alien” versus what is native. Collaboration 
among astrobiologists, invasion biologists, and policymakers could greatly enhance planetary biosecurity protocols.
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Biological invasions—the human-assisted spread of  
 organisms into novel environments, in which such 

species are most often termed “alien”—are a threat to eco-
system sustainability and human well-being (Pyšek et  al. 
2020). Owing to human activities, the rate of spread of alien 
microbes, invertebrates, vertebrates, and plants across the 
planet is unprecedentedly high with no sign of saturation 
(Seebens et al. 2017, 2021). Even the remotest alpine, polar, 
and deep ocean regions of the Earth have been invaded (e.g., 
Voight et al. 2012, Lamsal et al. 2018, McCarthy et al. 2019, 
Chan et al. 2019); for example, recent evidence indicated that 
humans have inadvertently introduced drug-resistant enteric 
bacteria into the Antarctic ecosystem, infecting seabirds and 
seals (Cerda-Cuellar et  al. 2019). Whereas many invasions 
appear to have had minor impacts, others have contributed 
to substantial biodiversity loss and detrimental effects on 
human health and livelihoods (Bellard et  al. 2016, Russell 
et al. 2017, Pyšek et al. 2020). Some have also caused perva-
sive and profound changes to ecosystem functioning (e.g., 
nutrient cycling, productivity, carbon sequestration) and 
evolutionary trajectories (Ricciardi et  al. 2013, Underwood 
et al. 2019, Stigall 2019, Thakur et al. 2019, Xing et al. 2020).

Owing to their massive costs to resource sectors (e.g., 
agriculture, forestry, aquaculture, apiculture; Diagne et  al. 
2021) and human health, biological invasions are a global 
biosecurity issue requiring rigorous transboundary solu-
tions (Hulme 2020, Ricciardi et  al. 2021). For example, 
the International Maritime Organization has implemented 
regulations and standards to control the discharge of ballast 
water from transoceanic shipping (Campara et  al. 2019), 
which is the source of many ecologically and socioeconomi-
cally damaging marine invasions. To address the science 
and management of invasive alien species, a highly produc-
tive interdisciplinary field has emerged over the past few 
decades: invasion science (also known as invasion biology 
but embracing nonbiological disciplines)—the study of the 
causes and consequences of the introduction of organisms 
beyond their natural evolutionary ranges, with emphasis on 
the role of humans in these introductions. Research in inva-
sion science has produced novel insights for epidemiology, 
rapid evolution, the relationship between biodiversity and 
community stability, and the dynamics of predator–prey and 
parasite–host interactions, among many other concepts (Hui 
and Richardson 2017). These insights are being increasingly 
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integrated into biosecurity frameworks (e.g., Hulme 2020, 
Hulme et al. 2020).

Biosecurity at the planetary scale
Space is emerging as a new frontier of biosecurity risk. Space 
exploration and use is currently undergoing a revolution, 
led by NewSpace—a global industry of private and pub-
lic companies seeking to profit from products or services 
(Profitiliotis and Loizidou 2019). In addition to govern-
ment-led space missions, the arrival of private companies 
(e.g., SpaceX) and new international players has caused 
space to be accessible by a broader range of actors than was 
ever possible previously (Weinzierl 2018). Therefore, the 
risk profile associated with space activities has dramatically 
changed in ways that regulatory and policy frameworks have 
not anticipated.

Space biosecurity concerns the delivery of living organ-
isms from Earth to extraterrestrial bodies (forward con-
tamination) and, conversely, Earth biota coming into contact 
with organisms from extraterrestrial bodies in the context of 
a mission returning to Earth (back contamination; Rummel 
and Pugel 2019). At present, these are considered to be highly 
improbable events. For a mission to Mars, for example, the 
risk of survival and proliferation of introduced terrestrial 
organisms is thought to be low (e.g., Pavlov et  al. 2012, 
Khodadad et  al. 2017), and an even more negligible risk 
might be ascribed to the event in which a living organism 
from Mars is transported to Earth, subsequently released, 
and colonizes its new environment. However, we sug-
gest that these biological invasion scenarios are analogous 
to extreme natural or technological disasters (e.g., major 
earthquakes, nuclear meltdowns) that, although typically 
rare, have potential consequences that are unacceptable and 
therefore merit unique safeguards (Ricciardi et al. 2011). The 
risk of accidental forward contamination of extraterrestrial 
environments was demonstrated recently when an Israeli 
lunar lander (named Beresheet), belonging to a private 
organization (SpaceIL), crashed on the moon (Shahar and 
Greenbaum 2020). It was carrying thousands of dormant 
tardigrades—invertebrate animals notorious for their ability 
to withstand harsh conditions, such as extreme desiccation, 
freezing temperatures, and high doses of ionizing radiation 
(Møbjerg et  al. 2011). Of course, missions to Mars would 
be subject to more stringent sterilization measures, but the 
lunar crash illustrated the nonnegligible risk of technologi-
cal failure and therefore the need for disaster preparedness 
against biological spills.

The risks of back and forward contamination associated 
with future missions may be higher and more diverse than 
previously estimated. Indeed, an emerging view is that it is 
nearly impossible to explore new planets without carrying or 
delivering microbes (Lopez et al. 2019). Various organisms 
(some of them extremophilic) are found to exhibit tolerance 
to conditions necessary for space travel (Tirumalai et  al. 
2017, 2019, Danko et al. 2021). For example, some bacteria 
can grow and evolve under microgravity (Tirumalai et  al. 

2017, 2019), and an extensive list of microbes can survive 
extreme cold, radiation, and desiccation (e.g., Sánchez et al. 
2012, Vaishampayan et al. 2014, Cheptsov et al. 2017, Pacelli 
et  al. 2019, Danko et  al. 2021). Cheptsov and colleagues 
(2017) demonstrated that certain bacteria (e.g., Arthrobacter 
spp.) from ancient Arctic permafrost can survive exposure 
to gamma radiation (100 kilograys) at low temperature 
(–50 degrees Celsius), low atmospheric pressure (1 torr), and 
desiccation—environmental conditions similar to Martian 
permafrost. Furthermore, recent evidence suggests that 
certain subsurface regions of Mars could support high 
microbial cell densities (Tarnas et  al. 2021). Such areas of 
Mars and other extraterrestrial planets and moons deemed 
potentially habitable would be targeted for missions dedi-
cated to searching for extant life (Carrier et al. 2020), thereby 
amplifying the risks of forward and back contamination.

Insights from the science of biological invasions: 
Hard lessons learned
Given the enormous foundation of research in the science 
and management of invasive species, we contend that greater 
collaboration between invasion biologists and astrobiologists 
would enhance existing international protocols for planetary 
biosecurity—both for Earth and for extraterrestrial bodies 
that could contain life. Below, we discuss some practical 
insights from invasion science that could inform policies 
dedicated to risk reduction in future space missions.

Insular systems are most vulnerable to invasion. A major lesson 
from invasion science is that ecosystems that have evolved in 
isolation are exceptionally vulnerable to disruption by intro-
duced alien organisms (Sih et al. 2010, Ricciardi et al. 2013, 
Carthey and Banks 2014). For insular systems (e.g., islands, 
lakes, remote habitats), which typically contain endemic 
species and unique phylogenetic lineages, the consequences 
of invasion have often been catastrophic, causing cascading 
ecological effects and extinctions (Ricciardi and MacIsaac 
2011, Bellard et  al. 2016, Russell et  al. 2017). The height-
ened sensitivity of insular biota is attributable primarily to 
their lack of adaptations for coexisting with a broad suite of 
alien life forms (Ricciardi et al. 2013, Saul and Jeschke 2015, 
Anton et al. 2020). This sensitivity justifies special precau-
tions to protect insular biota against invasion, even when 
such events are considered to be extremely improbable. In 
this context, planets and moons that are deemed potentially 
capable of supporting life should be treated as high-risk 
insular systems.

Opportunity and weakest-link dynamics drive invasion risk. Theory 
and empirical evidence correlate the risk of a biological inva-
sion with propagule pressure—the number of release events 
and the number of organisms released per event (Lockwood 
et  al. 2005, Simberloff 2009, Cassey et  al. 2018, Stringham 
and Lockwood 2021). However, for asexually reproducing 
taxa with short generation times, such as prokaryotes, the 
timing of a release event can be more important than the 
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numbers of organisms introduced (Dressler et  al. 2019, 
Peniston 2020). Although such opportunistic events can 
be modelled (Stringham and Lockwood 2021), they are 
difficult to manage within complex environmental or tech-
nological systems, which typically involve hidden interac-
tions, chain reactions, and tipping points—as are found in 
natural disasters, technological catastrophes, and invasive 
species outbreaks (Sornette 2002, Ricciardi et al. 2011, Hui 
and Richardson 2017). Analogous to disaster management 
(Ricciardi et  al. 2011), the management of biological inva-
sions is challenged by having to identify and strengthen the 
most vulnerable links in a system in which a single failure of 
any such link could lead to a species introduction.

When propagule pressure is no longer limiting, areas are 
less protected by their remoteness and a very small num-
ber of opportunities could lead to an invasion. There are 
a multitude of documented cases of accidental introduc-
tions to remote areas, even those under special protection 
(e.g., Antarctica; Hughes et  al. 2010). One noteworthy 
example is the discovery of a small disjunct population of 
a marine invertebrate species in a hydrothermal vent field 
at 2.7 kilometers depth in the northeast Pacific Ocean, 
which prompted an investigation to determine the popula-
tion’s origin. Using multiple lines of evidence that included 
genetic sequences and stable isotopic signatures, the species 
was revealed to have been introduced as a contaminant on a 
deep-sea exploration vehicle, in spite of attempts to clean the 
vehicle between multiple dives (Voight et al. 2012).

Although protocols are outlined in existing international 
policy on planetary protection by the Committee on Space 
Research (COSPAR Panel on Planetary Protection 2020), 
humans might have already introduced organisms to Mars 
during the circa 30 missions that sent spacecraft to the planet 
(Mason 2021). Within the past decade—an era of relatively 
heightened planetary protection—bacterial strains exhibit-
ing extreme resistance to ionizing radiation, desiccation, and 
disinfectants have been isolated in NASA “clean rooms” used 
for spacecraft assembly (Vaishampayan et al. 2012, Trumalai 
and Fox 2013). Similarly, a previously undescribed bacterium 
(Deinococcus phoenicis), resistant to extreme doses of ioniz-
ing radiation, was discovered in a clean room at the Kennedy 
Space Center, where the Phoenix spacecraft was assembled 
(Vaishampayan et al. 2014). In a recent experiment, cells of 
another extremophile bacterium Deinococcus radiodurans 
survived up to 3 years on the exterior of the International 
Space Station in orbit (Kawaguchi et  al. 2020), suggesting 
that viable cells could be transported between Earth and 
Mars. These observations also provide a basis for the hypoth-
esis that stress-induced mortality and selection during space 
travel (via incomplete sterilization, desiccation, or radiation 
exposure within or on the spacecraft) could enhance an 
organism’s tolerance and possibly its invasion potential (von 
Hegner 2020). For these reasons, enhanced protocols need 
to be developed for the detection of microbes (including 
bacteria, archaea, protists, fungi, and viruses) during inter-
planetary missions.

Impacts of invasions are extremely difficult to forecast. Although 
much progress has been made in understanding invader 
impacts (environmental changes caused by invasion), a 
major knowledge gap in the risk assessment of invasive 
species is the role of species traits, combinations of traits, 
and trait–environment interactions in determining impact, 
particularly at the ecosystem level (Ricciardi et  al. 2021). 
This gap is greater for introduced nonpathogenic microbial 
organisms, for which the links between traits and influ-
ence on ecosystem function are not well elucidated (van 
der Putten et al. 2007, Litchman 2010, Mallon et al. 2015). 
Nevertheless, evidence shows that introduced microbes can 
dramatically alter biotic communities (Hewson et al. 2014, 
Mallon et al. 2018, Scheele et al. 2019, Xing et al. 2020) and 
produce substantial ecosystem changes over time (Litchman 
2010, Mallon et al. 2018).

The evolutionary dynamics of invaders can also confound 
prediction. Introduced microbial organisms can undergo 
rapid genetic changes through environmental selection or 
through hybridization with compatible strains that result 
in enhanced invasiveness or novel pathogenic behavior 
(Stuckenbrock et  al. 2012, Mallon et  al. 2015). More omi-
nously, as was mentioned above, it has been shown that 
microorganisms could adapt to or be altered by the stressors 
of a space environment. A study that found that Escherichia 
coli grown over a thousand generations in simulated micro-
gravity conditions in the laboratory underwent mutations, 
developed adaptive responses, became more competitive 
than a normal strain of the same species (Tirumalai et  al. 
2017), and acquired antibiotic resistance under such con-
ditions—even when only trace levels of antibiotics were 
introduced to the system (Tirumalai et al. 2019). Such cases 
apparently signify a common phenomenon; for example, 
adaptations to human-disturbed habitat have been shown 
to promote the spread of various species into novel environ-
ments (Hufbauer et al. 2012). The rapid evolution of inva-
siveness is an emerging research focus in invasion science 
(Ricciardi et al. 2017, Sherpa and Després 2021).

Early detection and rapid response are crucial for prevention. Because 
the costs of impact can far exceed costs of prevention (Leung 
et  al. 2002, Diagne et  al. 2021), early detection and rapid 
response protocols are prioritized in invasive species risk 
management (Reaser et  al. 2020). Alien microbes, in par-
ticular, pose management challenges, including detection at 
very low abundance. At present, biologists have limited abil-
ity to detect or identify emerging microbial invasion threats 
within the time periods necessary to prevent establishment 
and spread, which has been highlighted as a significant 
biosecurity gap (Ricciardi et  al. 2017). The development 
of portable real-time DNA sequencing technologies, espe-
cially those that can be employed in space (e.g., the Oxford 
Nanopore MinION sequencer; Castro-Wallace et al. 2017), 
is crucial for detecting microbial life. A valuable resource 
to complement these technologies would be a database of 
all known organismal contaminants found at clean room 
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facilities or likely to be found in facilities built in the future. 
Although NASA has tested the microbiological profiles of its 
spacecraft since the early days of the Apollo missions (e.g., 
Puleo et  al. 1970), there is no complete database publicly 
available yet and we are not aware of any such databases 
provided by other nations (e.g., Russia, Japan, China).

Other major challenges might be recognizing what is 
“alien” versus what is native and the possibility of misiden-
tifying pseudoindigenous organisms that were introduced 
cryptically by humans. Global genomic data provides an 
essential but incomplete reference (Nayfach et  al. 2021), 
because new microbial life forms continue to be discovered. 
For example, previously unknown bacterial phylotypes 
were retrieved from the Antarctic subglacial Lake Vostok in 
2012—an endeavor that required strict protocols for control-
ling contamination, which were implemented through the 
use of clean-room facilities and a contaminant library. In 
spite of these protocols, nearly 50 contaminant phylotypes 
were detected in drill bit and borehole frozen lake water 
samples (Bulat 2016). New forms of life have also been dis-
covered beyond terrestrial boundaries: A previously unde-
scribed bacterium (Methylobacterium ajmalii) found on the 
International Space Station (Bijlani et al. 2021) is related to 
a diverse lineage of taxa occurring ubiquitously in air, soil, 
and fresh water. Several other previously undescribed spe-
cies have been discovered in NASA clean rooms, including 
hardy spore-forming taxa that could potentially survive 
space flight (Danko et  al. 2021). Given that rapid adaptive 
evolution of introduced species is a common phenomenon 
(Whitney and Gabler 2008, Sherpa and Després 2021), if 
any of the past missions to Mars have delivered organisms 
that survived on the planet, it is conceivable that they have 
since rapidly evolved trait differences with phylogenetically 
related species on Earth, thereby presenting a new risk of 
back contamination that would be difficult to recognize 
and could introduce unknown but potentially disastrous 
impacts.

Planetary protection must keep up with scientific 
advances
The 1967 Treaty on Principles Governing the Activities of 
States in the Exploration and Use of Outer Space, including 
the Moon and Other Celestial Bodies, underpins interna-
tional space law. There are provisions for biological risks in 
the treaty, notably article IX: “In the exploration and use of 
outer space, including the Moon and other celestial bodies, 
States Parties to the Treaty shall be guided by the principle 
of cooperation and mutual assistance and… conduct explo-
ration of them so as to avoid their harmful contamination 
and also adverse changes in the environment of the Earth 
resulting from the introduction of extraterrestrial matter 
and, where necessary, shall adopt appropriate measures 
for this purpose.” (United Nations 1967). Clearly, as we 
described above, there has been significant advancement of 
our knowledge of contamination risk since the 1960s when 
the treaty was first developed. But in some cases there exists 

a gap between legislated biosecurity and standards necessary 
to reduce risk. Hayabusa2 is an asteroid sampling mission 
that returned to Earth and landed in Australia in December 
2020 (figure 1). For the returning jurisdiction, the key 
regulatory biosecurity requirement is that “the minister is 
satisfied that the probability of the return or returns causing 
substantial harm to public health or public safety or causing 
substantial damage to property is as low as is reasonably 
practicable” (Australian government 2018). We doubt that 
this is adequate. In contrast, material from the Mars sample 
return missions will be subjected to strict containment and 
biohazard protocols (Viso 2019), although samples returned 
from Mars’ moons are currently designated as “unrestricted 
Earth return” (sensu COSPAR Panel on Planetary Protection 
2020) and can therefore be managed in a standard labora-
tory without quarantine (National Academies of Sciences, 
Engineering, and Medicine 2019).

We highlight four essential components of biosecurity 
and disaster preparedness that should be applied to biologi-
cal invasions, from regional to planetary scales: vulnerability 
reduction (recognizing risks and weak links in a sequence 
of events and having mechanisms in place for preventing 
biological contamination), rapid response and assessment 
(ability to detect an alien organism, assessing its risk of 
colonization, and having a response plan to eradicate or 
contain the organism), access to reliable information (e.g., 
through global databases), and coordination among manag-
ing authorities (private and public jurisdictions, agencies, 
and nations; Ricciardi et al. 2011, García-Díaz et al. 2021). 
Finally, we propose that the COSPAR policy on planetary 
protection would benefit from interdisciplinary input that 
enables the identification of critical knowledge gaps. For 
example, a Donald Rumsfeld approach to risk assessment 
acknowledges that there are “known knowns,” there are 
“known unknowns,” and there are “unknown unknowns” 
(Logan 2009). Most biosecurity principles are focused on 
known threats, but to achieve more robust protection it is 
the unknown unknowns that need to be minimized—for 
example, through scenario planning (Peterson et  al. 2003) 
and horizon scanning (Ricciardi et al. 2017).

Conclusions
International space activities are burgeoning. China has 
recently landed a rover on Mars. The European Space 
Agency will launch their ExoMars rover in 2022 (ESA 2021). 
NASA’s Mars Sample Return mission is planning to bring 
back the first Martian samples to Earth by the early 2030s 
(NASA 2020). Japan’s Martian Moons eXploration project 
will send probes to both of Mars’ moons with the goal of 
bringing back samples by 2029 (Hyodo and Usui 2021). 
Other planned missions will target the moons of Jupiter 
(e.g., Europa) and Saturn (e.g., Enceladus), whose internal 
liquid oceans might harbor life (Clery 2021). Further in the 
future, a manned mission to Mars seems inevitable, and this 
goal will likely drive efforts to bioengineer life (e.g., novel 
organisms that can generate food, process waste, produce 
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biofuel, or serve as biocomposite building material) to aid 
in long-term space travel and potential human settlement 
(Rothschild 2018, Janjic 2019). During this time, expansion 
of private missions in space will continue. Advances in plan-
etary biosecurity must keep up with the pace of these poten-
tial risks, and this goal could be facilitated by collaborations 
between researchers in invasion science and astrobiology. To 
our knowledge, invasion biologists have not been involved 
in development of the COSPAR policy on planetary protec-
tion, in spite of obvious conceptual parallels and decades of 
empirically derived insights that could be applied. Protocols 
for early detection, hazard assessment, rapid response, and 
containment procedures currently employed for invasive 
species on Earth could be adapted for dealing with potential 
extraterrestrial contaminants on spacecraft or on biological 
material intentionally transported to Earth for analysis.
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